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Trashing old credit cards? Be careful

You're asking for big trouble by simply cutting up and tossing vour oid credit cards.
Instead, try these & methods for fooproof data destruction

[Related content: banking, credit cards, financial privacy, identity thelt, debit cards]
By CreditCards.com

In a world of escalating identity theft, one man's trash Is another man's excuse to
help himself to a new line of credit,

t:nng Making a few halfhearted snips with the scissors to your old credit
cards just won't cut it anymare. Dumpster divers intent on looking for
Identity account numbers do not need much. Experts say even shredded cards
theft homor can be pieced together by an earnest thief,
stories
"Anything you put out on the street, you're saving, 'Have at It," said
Jim Stickley, the author of "The Truth About Identity Theft" and a security expert
whao has done more than his share of picking through trash to identify securily
breaches for corporate clients.

Much of the identity theft that touched nearly 10 million Americans last yvear could
have been prevented with a few simple measures raking jess than a minute. Here
are six tips for doing It right.

Protect Your Identity Week
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= Steps to take if you've been victimized

= Questions on dentity theft? Ask an expert

1. Properly cut up your credit cards

Scissors can do a fine job of destroying a credit card -- provided you use them
correctly,

After suffering from several cases of both credit card and identity fraud, blogger
Jim Wang of Bargaineering.com developed a system for cutting his cards that
involves slicing each set of four numbers into six pieces (see the video "How to
destroy a credit card” for a demonstration). Make sure you also cut through your
signature and the magnetic stripe on the card.

2. Completely shred your cards and documents

Shredders can also do the trick, but be sure your shredder is designed to handle
credit cards and has a crosscutting function.

Such machines are typically twice the price of a normal shredder but still tess than
£100 -- worth the price to protect your credit.

3. Destroy magnetic stripes and chips

Wang recommends taking an extra step to deactivate a card's magnetic stripe and,
If there Is one, its RFID chip. To scramble the data In the magnetic stripe, run a
very strong magnel along it,

Apply scissors or @ hammer to the chip embedded In the card, as "all the
information stored on the card is also stored on the magnetic stripe and the chip,”
Wang said. This takes just a few extra seconds.

4. Trash tip: Bag the pieces separately

To prevent curbside identity theft, deposit the pieces ol your destroyed credit card
Into different trash cans around your house. The idea Is that some receptacles are
emptied more frequently than others, so if half of your destroyed credit card goes
to the curb with the kitchen trash one week, the other half will go out with your
office trash a different week,

* Video: Protect yoursell from credit card companies

This makes it nearly Impossibie for a thief to piece together your entire account
number,

5. The recycling myth: It's not safer than trash

It's an unexplainable yet prevalent myth that recycling bins are somehow safer

than trash bins for credit cards, statements and other sensitive documents, Stickley

said. They are not. At a recycling center, materials pass through a conveyor belt,
and emplovees pick through items to make sure only recyclable materials get
through. Stickley said confidential information could easily be taken off the
conveyor belt by someone who's looking for L.

If you want to recycle an item cantaining your account information, shred it first --

preferably with a crosscut shredder -« and follow the steps for bagging the pieces
separately for maximum security,
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6. Fire: The foolproof method

OFf course, one way to completely eliminate any chance of credit card or identity
theft Is ta Incinerate all card-related documentation. Though it might not be the
most Earth-friendly activity, credit cards can be melted down, and cradit card
statements, applications and blank checks from credit card companies can be
t::ung burned. "We use our bills for kindling. All our bills go into a bag right
next to our fireplace,” Stickley said.
Idenbity

theft hormor With average identity fraud losses hovering around $5,000 per person,
stories taking a minute to destroy your credit cards and sensitive documents
is a no-brainer. Turns out that if you get creative with your methods,
it can actually be pretty fun, too.

This article was reported by Cynthia J. Drake for CreditCards.com.
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tobyradloff

I have run expired or cancelled credit cards through my shredder...and il's a
cheap $10 model from Walmart. Shredding them through a crosscut shredder
1S the best way to destroy a credit or debit card that is no longer used.

Renly Repor Abuze

FrEddddd

Hold the corner with a pair of pllers and get out the praopane torch...

Reply Report Abuse

romainiac

Wish she had more completely explained the "average identity fraud losses
hovering around $5000 per person”. Are these fraudulent credit card charges,
hacking into bank accounts, what? [ have always been of the belief that if you
report a missing or stolen credit card within a reasonable time, you're not
liable for the losses., Which 1s why | check my bank account every day.
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atleisure
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1 do not carry a lot of cash but only carry one credit card at a time so I always
know If 1 am missing It that same day. Although I have a number of cards I
would like to get rid of, 1 have hesitated to call the companies to cancel the
cards with high credit lines as 1 am afraid it might affect my credit rating. Any
answers or imput?

Regply Report Abusze

eblanks

As [ understand it, closing a credit card with a high limit can hurt your score.
However, what if you lowered your limit kept it for a while and closed it then.
1 wonder of the effect would be mitigated. Kinda like a plan decending to fand
vs. skydiving out of it. I also know you should watch your debt level (the
ammount of credit you have available vs how much you owe,

Reply Repart Abuse

joedog222

I have also wondered about this. T just pald off a credit card with a
£23,000.00 limit. Now that I have a $0.00 balance [ was thinking of closing
the account because they have raised the Interest rate to 21% . There is no

annual charge for the card so I've kept the account open because ['m afraid It
would lower my credit score.

Regly Report Abuze

Kassemd
Closing an account affects the ratio of credit balance to available credit. 1
believe the magic number you want to stay below s around 30%. Your credit
balance Includes any cutstanding balances & any balances that vou pay every
month so It depends upon your situation If closing a card will hurt your score
or not., For example if yvou have $1500 cutstanding you are paying down &
another $1000 per month that you always pay off you have a total of $2500
outstanding balance. If your total avallable credit (limit on all your cards
added together) will still be over $8,500 after closing accounts it should not
hurt your credit score to close an account(s).
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Catskinner

Check out Dave Ramsey.com his plan works and it involves eliminating credit
cards and living like our grandparents did. If you do not have the cash to buy
it you do not need It.

Reply Report Abuse

HEET

Make sure to close the account, if not you will hurt your cedit score....

Renlu Report Abuse

LynnRMN

The more available credit you have that vou are not using, the higher your
score, Search Liz Weston's articles; she has written a lot about this. OCther
posters are correct; keep the account open and don't use it. But monitor it to
make sure no one eise is using It
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